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This paper is made up of ONE SECTION.
The Section is made up of five essay type questions.
Answer any THREE questions in your answer booklet.

a new page.

Each question carries equal marks. You are expected to start each question on

e You are expected to hand over your answer booklet to the invigilator before

you leave the examination hall.

Instruction: Answer any three (3) questions in the answer booklet provided.

1. a) List the three (3) main information security goals

(6 Marks)

b) What is confidentiality in information security and why is it important?

(6 Marks)

¢) What is data encryption, and how can it help to maintain confidentiality?

2. a) List three (3) software vulnerabilities.
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(8 Marks)

(5Marks)
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b) What is a zero-day vulnerability? (Smarks)

c) With the use of an example, explain the difference between a vulnerability

and a threat. (10 Marks)
3. a) What is identification in the context of information security? (5 marks)
b) How does identification differ from authentication? (6 marks)

_¢) State and describe the three main types of authentication factors. (9 Marks)

4. a) State three laws that are relevant to the use of ICTs in Ghana. (5 marks)
b) What are physical controls in information security? Give examples (7 Marks)

¢) Why is employee training considered an administrative control? (8 Marks)

5. a) What is spyware? - (5 marks)
b) Why is spyware considered unethical? (8 Marks)
¢) What are opt-in and opt-out policies in ICT and data protection, and how do

they differ? (7marks)

e Visi7 s Col EmANPURLIcATN - Com  fer. NIORE

2|Page

Scanned with AltaScanner



